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Outpost Security Suite Pro 2009

Proactive Protection for Intelligent Internet Users

Why Proactive Protection?

Todayb6s | nt earwhoetnewragpopach to sesurity. Almost everything is interconnected and
taking place in real time. And that includes the threats. Effective security software must be alert at all
times for new, ever-more devious malware.

New types of threats require new types of protection. Mass-distribution viruses and worms are giving way
to profit -driven attacks designed to steal identities, money, and other valuable electronic commodities
through phishing and social engineering.

To fully protect against these new risks, an effective security solution must deploy a multi -layered
approach, providing proactive, behavior-based blocking as well as the more traditional database-driven
signature detection. It must also be easytouse i because i f itédés not, it wonot

Agnitum Outpost Security Suite Pro combines the best of both approaches in a single integrated product
that delivers customizable protection and total reliability. Outpost Security Suite Pro is on guard,
protecting data 24 hours a day, seven days a week i no matter what activities are being undertaken on
the PC.

@ Outpost Security Suite Pro 2009 =l =] =)
UUTPUST lﬁ] Scan For Malware 9 Settings s Update (2] Help
{8 My Security
" v OUTPOSTPRO
SECURITY SUITE Wersion: §.5.2351.314.0591
B Host Protection Trial version
ity
B Anti-Malware Component Status
Cuarantine Firewall policy Rules \Wizard o
B Web Control Self-protection Enabled o
Crline Activity Hast protection level Optirmal -]
Real-tirne rnalware protection Enabled o
FXCRL¥IcHeS Mahware database 6/26/2008 o
License Trial, 30 days left Purchase.. o

Security Teacher - Internet security tips and advices

Security tips and guidelines as well as topical security articles for evergone who
cares about protected web-life,
click here to learn rmore

) Meed help? Contact Agniturn Technical support service
@) vulnerable? Testyour PC online

Firewvall: Rules Yifizard
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Key Technologies
A Two -way firewall to guard network access
A Intrusion Detection System ( IDS) and Ethernet protection for automated defense
against vulnerability probes and internal breaches
Combined anti -virus and anti -spyware scanner for all-in-one malware defense
Host protection  for proactively blocking unknown threats
Anti -spam to keep the inbox clean of junk emails
Web & transaction security to protect against web-borne risks
Self -protection to maintain continuity of protection
Automated, updatable configurations to simplify work
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Key Benefits

e The award-wining firewall keeps hackers and malware away, so users can feel safe when
t heydr e o nl-wapaecess Tontml meam®that unauthorized network activity is
impossible, and special Ethernet protection shields local networks against marrin-the middle
attacks and WiH-borne intrusions. The IP Blocklist component will block connectivity to
predefined Internet hosts, keeping your family members away from the sites that you consider
inappropriate.

e Host protection monitors program behavior and interactions to proactively defend against
unauthorized activity, stopping Trojans, rootkits and keyloggers in their tracks without the need

to scan each suspicious o0bj eHostProtection adhievedanlOOfba | war e .

pass rate for all current leaktests, providing reliable protection against unknown and/or
sophisticated hacker attacks.

e The lightweight, highly effective scanning engine combines award-winning anti-virus and anti-
spyware to detect and disinfect or remove malicious programs automatically. The on-access
monitor is constantly on guard against malware attempting to enter or activate on the PC, and
the flexible architecture ensures high-speed, low-resource scanning.

e The versatile Web Control modul e safegonbedaetuder s

darker side by steering away from websites infected with drive -by downloads, preventing the
inadvertent disclosure of personal information, limiting exposure to potentially unsafe web
properties, and keeping identity private.

e Self-learning anti-spam keeps the inbox clean of junk mails T and it gets better over time as it
learns to recognize what the user classifies as unwanted email.

e Out p o s tpitection eapdbility ensures that it cannot be deactivated by targeted attacks,
ensuring uninterrupted protection.

e Thanks to the advanced events logging mechanism and new process activity view that shows
detailed information about all currently active programs, users get the ultimate in transparent,
hands-on protection.

Outpost Security Suite Pro has been designed to meet the needs of users who understand the need for
robust, efficient security. While it provides great
experience, Outpost Security Sute Pro also includes an extensive array of customizable settings and

options for advanced users to tweak and personalize their protection. Less-experienced users also get

great protection because Outpost lets them define and apply most settings automatical ly, eliminating

potential configuration errors. The intuitive interface and accessible controls ensure ease of use for

everyone.
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Key Features

Proactive security
Preemptive threat protection

Outpost Security Suite Pro provides the first line of defense against malicious software by proactively
controlling how programs behave and interact on a PC and preventing security breaches. The Host
Protection module proactively monitors for and blocks so phisticated hacking techniques used to
compromise or steal data. By analyzing threats and displaying actionable alerts, it blocks zero-day attacks
and other unauthorized activities, providing advanced protection against botnets, keyloggers, rootkits and
inadvertent data disclosure. This latest version extends the range of monitored events and operations for
even greater and more customizable protection. Outpost excels in all currently-known leaktests, with
additional focus on keylogger-like activities.

‘@ Outpost Security Suite Pro 200 =8 Eoh
OUTPOST (@) Scan for Malware X, Settings s Update 2 Help
{8 My Security
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\
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. masked threats, It monitors prograrm activity, blocking unauthorized
& Host Protection = transactions and atternpts by malware to operate directly or by hijacking
other programs,
Anti-Malware
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Hast pratection level Host Pratection ==
Exclusions Anti-Leak Contral | Component Cantral | Critical System Objects Cantral |
[— Salf-Protection Enable Anti-Leak Cantrol
Exelusions Win32 subsystem
[ window hooking
['] DDE communication
[] Application window control
[] ©LE automation control
NT subsystem
Process memory injeckion
Law-level network access
Driver load
Network applications
[ oS aPI requast
[ Metwork-enabled application launch
Firewvall: Rules Wizard Keyloggers
[ keyboard logging
Artidesk contiols seversl lypes of interpiocess communication preventing
malware from transfering data to the network an behalt of tusted applications.

Self -protection

Today's malware frequently seeks to shut down security software to make its infection process easier. By
incorporating solid tamper-proof protection for all its components, Outpost Security Suite Pro makes it
impossible for anyone except the authorized user of the program to disable or close active protection.

Efficient anti -malware
360 -degree malware d efense

Both anti-virus and anti-spyware capabilities are provided through the universal anti-malware module,
which ensures that computers are kept clean of any malicious program that might attempt to infect while
the user is online. The on-access monitor constantly watches for and instantly disinfects, quarantines or
removes any malware objects found in key areas of the PC, while the on-demand scanner lets users scan
for and remove threats on hard disks, network folders, DVDs, or external storage devices. Email
attachments are checked in real time as they leave or arrive, and users can move any suspicious file to
the quarantine area for later review. Additional protection now prevents known rootkits and other
sophisticated malware from loading and embedding themselves on the PC.



Outpost Security Suite Pro 2000

Firewall
Network Activity
Used Ports
Host Protection
Process Activity
Anti-Malware
Quarantine

B Web Control

Onilne fctiviy

Real-Time Protection
Real-time protection level

E-mail scanner

— Anti-Malware

Data Sheet Page4

[EN]

This component protects your PC from viruses, trojans, worms, spyware, and other forms of malware 35 a further line of defense.

("% On-Demand Malware Scanner 2=
Select Objects to Scan
@ Select the objects in your system to be scanned.
e
‘ | I3 Cookies
| V8 Registry On-Demand Malware Scanner 7)==
‘ - :;f Al fixed drives . Scanning for Malware
1.2 Allremovable drives @ On-Demand Malware Scanner is now performing the specified system scan...
713 wWindows system folders
[713, Program Files folder
A ¢
l :'I' + Ciisoftip2pl c:\windows\system32\scecli.dll
|| Skip files larger than: S0 I
wllRull [ Selected file extensions
= Objects scanned: 9142 Malware threats detected: [
|| Scan archives
Estimated time:  00:05:21 Suspicious objects detected: 0
Select action to perform with detected malware) i . -
Time: Action 2
@ 16:26:15 Malware scan started
16:26:17 Startup entries analysis started
@ 16:26:21 Startup entries analysis complete
@16:26:21 File system scan started
@16:26:21 Detected malware "IRC Sobet" (Backdoor) in c:\soft\p2pivirnyal...
6V 16:26:02 Detected malware "Warezav” (Warm) in r:isnfHin2nivirnval4i #<. .
Outpost Security Suite Pro X
Real-Time Protection Report Back [ Pause ] [ Cancel ]

Malware blocked by real-time protection.

Malware: Tibs (Malware)
Infected file: C:\soft\p2p\virnyal4\ecard.exe

Scheduled scans and exclusions

Users can set up a flexible schedule for regular malware scans, plus define custom scanning criteria such
as checking critical system areas whenever malware definitions have been updated.

Network security & continuity
Connection security

Thetwo-way firewall mo n i
remote unauthorized
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net wor k
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Internet invisibl e. The Ethernet Protection module guards network connections and prevents insider
attacks by controlling the transmission of data over the network. This eliminates the potential risk for
data such as chat windows or authenticated browser sessions to be delivered to the wrong destination or

intercepted while in transit.

Application access control

The firewall controls which programs are allowed to access the Internet, proactively protecting the PC

against both zero-d a y

Comprehensive coverage

threats

and

ma | vea rheo meetdot. e mpt s

to

fiphon

Outpost Security Suite Pro secures all types of connections (Ethernet, WiFi, DSL, cable, cellular, and dial
up), automatically applying the necessary security settings when the computer is connected to a new

provider.
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Intrusion protection

The Attack Detection module automatically blocks known types of hacker attacks from gaining access to
the computer.

Privacy & web safety
Protection from spam

Outpost Security Suspaneenghe wilbkeep Blooxee feeé dd junk emmail. Users can
train it to recognize and use their personal definition of spam, so it becomes more efficient and an even

greater time saver the longeritisused. Out post é6s anti spam now features ful
Bat! email client.

IP Blocklist keeps surfing clean

Based on the BlockPost plugin in earlier Outpost versions, the integrated IP Blocklist lets users restrict
access to specified Internet domains. A valuable tool for both sensitive individuals and concerned
parents, IP Blocklist will deny incoming/outgoing connectivity to ill-intent Internet zones, such as those
distributing spyware or delivering obnoxious ads and graphics spam.

The blocked entries can either be manually defined or imported as an aggregated list from community -
maintained sources.



